Electronic Voting Machine Information Sheet

Guardian Voting Systems — ELECTronic 1242

Name/ Model: ELECTronic / 1242 (alk/a Shouptronic 1242)*
Vendor: Guardian Voting Systems, Inc. (divison of Danaher Controls, Inc.)
Federally-Qualified Voter-Verified Paper Audit Trail Capability: None.
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Brief Description: The Guardian Voting Systems ELECTronic 1242 is a poll worker-
activated full-face direct recording eectronic voting system. Voters press the front of a
mounted ballot (see rightmost image above) underneath which atouch senstive matrix of
switches records choices. Poll workers activate the machine using an operator panel on the
back of the machine to choose the ballot style and voters make choices by touching a numbered
box next to their choice. When cast, voting records are recorded internaly to eight memory
locations: three banks of battery-powered RAM 2 three banks of EEPROM? memory, one
bank of EPROM* memory and aremovable memory cartridge, which contains both EPROM
and EEPROM memory. When polls are closed, poll workers remove the memory cartridge
that contains the vote records from each machine. These cartridges are then either physicaly
transported to atabulation facility or their contents transmitted over modem using a cartridge
reading device.

Detailed Voting Process. When voters enter the precinct, poll workers confirm that they are
properly registered to vote. The poll worker uses an operator’s panel on the back of the

! See: http://www.controls-online.com/gvs/vs.html

% This Random Access Memory (RAM) is similar to the memory that is used in atypical personal computer
where a constant supply of power is necessary to keep datain memory. However, a 10-year life, lithium
battery cell provides constant power to the ELECTronic 1242's RAM.

® EEPROM is electrically erasable, programmable read-only memory and retains data when un-powered.

* EPROM is erasable, programmable read-only memory and can only be erased with ultraviolet light.
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machine to choose the ballot style appropriate for that voter.” The voter enters the curtains (see
pictures at |eft above) and only the races for which they are permitted to vote are activated.

The voter then votes by pressing a numbered box beside each choice in each race on the ballot.
Hashing lights on the left-hand side of the balot indicate races for which the voter has not yet
voted. If the voter tries to choose more than one choice in a given race (over-voting), the
machine will ignore the second choice. If the voter makes a mistake, they can pressthe
numbered box again to deselect their choice; the indicator light will go out. The voter may then
select the correct choice.

When done voting, the voter presses alarge green “Vote’ button in the lower-right corner of the
voting machine. It is very important that the voter does not push the vote- casting button until
they are done voting; a vote inadvertently cast may not be redone. Once cat, the voteis
recorded internally to eight internal memory locations: three banks of battery-powered RAM
that reside on the machine' s centra processor, two interna banks of EEPROM memory, one
bank of EPROM memory and aremovable memory cartridge, which contains one bank of
EPROM and one bank of EEPROM memory. The vote records are stored in “vote tables’ as
aggregate vote talies and dso as balot images both internaly and to the removable memory
cartridge.

When the polls close, the machines print out paper copies of the results and poll workers
remove their memory cartridges, which contain the vote records from each machine. At this
point, the cartridges are physically transported to a tabulation facility. At the tabulation facility,
election officids use a cartridge reader to read the data off of the cartridges and into vote
tabulation databases. The results are then combined to produce an aggregate vote taly. The
printed tota tapes and memory cartridges can then become part of the officia record of the
eection.®

Past Problems

November 2003: Tennessee. A poll worker in Rutherford County inadvertently cast avote
during a demondiration that may have resulted in atie for a Town Council position.”

October 2001: Tennessee. In Knox County, a voting machine showed an error code that
corresponded to a discrepancy between interndly stored vote tables. Loca officials could not
retrieve the data or have the machine print out the results. A Danaher technician was able to

® There may be different races for different precincts or political partiesin one polling place.

® Ballot images can be re-read off of the redundant memory inside the machineif a cartridge fails.

" “Mistaken vote may have led to Smyrnaelection tie.” THE ASSOCIATED PRESS STATE & LOCAL WIRE,
November 19, 2003.
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crosscheck the internal memory tables and provide results®

November 2000: Tennessee. About 7% of memory cartridges in Knox County were
temporarily unreadable and three cartridges remained unreadable. There were aso problems
with trangmitting precinct-by-precinct vote totals.

November 2000: Tennessee. In Fayette County (Oakland, TN), problems, including double
counting of some balots, were resolved after borrowing atabulation machine from a
neighboring courty. ™

November 1998: Ohio. In Franklin County, “Votes for congressiona candidates were
incorrectly tabulated in 95 of the county's 735 voting precincts because memory cartridges did
not match ballot faces for 371 voting machines.”™*

August 1998: Tennessee. In Memphis, memory problems with laptop computers and a
central tabulation computer used to read memory cartridges garbled vote results.™

June 1992: Ohio. 40 out of 758 machines used in Franklin County had problems that required
savice. Seven memory cartridges could not be read and were entered in by hand. Findly,
there were problems combining DRE results with hand-entered lever machine results™

NASED Qualification Status:**

07/09/96: ELECTronic 1242 DRE
11/01/01; Firmware 5T, 6T
12/05/02: Firmware 4T10, 5T2, 6T5
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(March 9, 2004). http://www.seventy.ora/el ectioninfo/ DRERecel pts2004.html

The Department of Elections for New Castle County. “Report of the Committee to Review Physical and
Operational Security of the Danaher Controls 1242 Electronic Voting Machine.” (June 22, 2004).
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(cc) 2004 Electronic Frontier Foundation, some rights reserved. Thiswork is licensed under a Creative Commons
Attribution License. http://creativecommons.org/licenses/by/2.0/ . Joseph Lorenzo Hall (jhall @sims.berkeley.edu) authored
this Electronic Voting Machine Information Sheet with support from American Families United, the Electronic Frontier
Foundation and the Verified Voting Foundation.
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